Vulnerability in various Products for June 01-10, 2021, as informed by CERT-In for necessary actions

Detailed Vulnerability Note may be seen from CERT-In Website

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2021-XXXX, substituting XXXX with the number in second
column

Kindly confirm action taken by your organisation in the enclosed compliance sheet.

*Developer Tools
*System Center
*Apps

security restrictions, perform a denial of
service (DoS) attack, escalating privi-
leges, perform Spoofing attacks or exe-
cuting arbitrary codes on the targeted sys-
tem.

S |CERT-in Product Vulnerability Threat Description Vulnerability |Vendor URL/ Action
No Vulnerability Rating
Note No
1 |CIVN-2021- |*Mozilla Firefox versions|Multiple vulnerabilities have been re-|High https://www.mozilla.org/en-US/security/ad-
0127 prior to 89 ported in Mozilla products which could visories/mfsa2021-23/
*Mozilla Firefox ESR  |allow a remote attacker to execute arbi-
versions prior to 78.11  |trary code, perform domain spoofing, dis- https://www.mozilla.org/en-US/security/ad-
*Mozilla Firefox for iOS |close potentially sensitive information or visories/mfsa2021-24/
versions prior to 34 cause denial of service conditions on the
targeted system. https://www.mozilla.org/en-US/security/ad-
visories/mfsa2021-25/
10 |CIAD-2021- |*Windows Multiple vulnerabilities have been re-|High https://msrc.microsoft.com/update-guide/re-
0021 *Microsoft Office ported in various Microsoft products, leaseNote/2020-Jun
*Extended Security Up- |which could be exploited by an attacker
dates (ESU) to access sensitive information, bypass




