Vulnerability in various Products for May 21-31, 2021, as informed by CERT-In for necessary actions
Detailed VVulnerability Note may be seen from CERT-In Website

https://www.cert-in.org.in/s2cMainServlet?pageid=PUBVLNOTES01&VLCODE=CIVN-2021-XXXX, substituting XXXX with the number in second
column

Kindly confirm action taken by your organisation in the enclosed compliance sheet.

S |CERT-in Product Vulnerability Threat  |Vulnerability Vendor URL/ Action
No Vulnerability Description Rating
Note No
5 |CIVN-2021- |*Acrobat DC and Acrobat Reader DC (Con- |Multiple vulnerabilities|High https://helpx.adobe.com/secu-
0117 tinuous) version 2021.001.20150 and prior for have been reported in rity/products/acrobat/apsb21-29.html
Windows & version 2021.001.20149 and prior|/Adobe  Acrobat  and
for macOS Reader which could allow
*Acrobat 2020 and Acrobat Reader 2020 an attacker to execute ar-
(Classic 2020) version 2020.001.30020 and  |bitrary code, escalate
prior for Windows & macOS privileges and cause
*Acrobat 2017 and Acrobat Reader 2017 memory leaks on the tar-

(Classic 2017) version 2017.011.30194 and  |get system.
prior for Windows & macOS

10 |CIVN-2021- |*Google Chrome versions prior to Multiple  vulnerabilities|High Update to Google Chrome version
0122 91.0.4472.77. have been reported in 91.0.4472.77
Google Chrome which
could be exploited by a re- https://chromereleases.google-
mote attacker to compro- blog.com/2021/05/stable-channel-up-

mise a targeted system. date-for-desktop_25.html




